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ABSTRACT

The expansion of digital technologies has transformed the nature of communication, political participation, and
social interaction across the world. Social media platforms, messaging applications, and online forums have
created unprecedented opportunities for individuals to share ideas and participate in public discourse. However,
these technologies have simultaneously generated new spaces where harassment, intimidation, and abuse occur
with increasing frequency. Women are disproportionately targeted in such online attacks, which range from
cyber stalking and cyber harassment to the non-consensual dissemination of intimate images and threats of
sexual violence. These acts collectively constitute online violence against women and represent a major socio-
legal challenge in contemporary digital societies.

This article examines the phenomenon of online violence against women through a doctrinal and socio-legal
lens. It analyses constitutional protections available in India, statutory provisions governing cyber offences, and
judicial responses to digital harassment. The article also explores significant Indian case studies that illustrate
the practical implications of cyber harassment laws. Further, it undertakes a comparative analysis of
international regulatory frameworks such as the European Union’s Digital Services Act and the United
Kingdom’s Online Safety Act. The study argues that while India possesses a basic legal framework addressing
cyber offences, enforcement gaps and regulatory limitations continue to undermine effective protection for
women in cyberspace. Strengthening legal mechanisms, improving institutional capacity, and enhancing
platform accountability are essential steps toward creating safer digital environments.
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l. INTRODUCTION Unlike traditional forms of harassment, online

The digital revolution has profoundly transformed
modern societies. The rapid expansion of internet
connectivity and mobile technologies has created
unprecedented opportunities for communication,
education, and civic participation. In India, the
digital ecosystem has expanded dramatically over
the past decade, with more than 850 million
individuals accessing the internet through
smartphones and other digital devices.* This digital
expansion has played a crucial role in promoting
economic growth, political participation, and social
engagement.

However, alongside these positive developments,
the digital environment has also facilitated new
forms of harassment and abuse. One of the most
troubling manifestations of this phenomenon is the
rise of online violence against women. Women
who express their views on social media platforms
or participate in public discourse frequently
encounter misogynistic abuse, threats of sexual
violence, and coordinated harassment campaigns

abuse can spread rapidly across digital networks
and reach large audiences within seconds. The
anonymity afforded by digital platforms often
emboldens perpetrators, allowing them to engage in
abusive  behaviour with limited fear of
accountability® As a result, many women
experience  significant  psychological  harm,
reputational damage, and social isolation due to
online harassment.

Importantly, online violence against women is not
merely a technological issue but reflects deeper
structural inequalities within society. Feminist
scholars argue that digital harassment often mirrors
offline forms of gender-based violence and
discrimination. When women are subjected to
persistent abuse in digital spaces, they may
withdraw from online discussions, thereby limiting
their participation in democratic processes.

The significance of this issue has been recognised
by international human rights institutions. The
United Nations has acknowledged that technology-
facilitated violence against women represents an
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emerging global challenge that threatens gender
equality and democratic participation.

This article examines the legal framework
addressing online violence against women in India
through a doctrinal analysis of constitutional
provisions, statutory laws, and judicial precedents.
By examining case studies and comparative legal
developments, the study highlights the strengths
and limitations of the existing regulatory
framework.

1. REVIEW OF LITERATURE

Several scholars have examined the issue of online
violence against women from legal, social, and
technological perspectives. Danielle Keats Citron,
in her book Hate Crimes in Cyberspace, highlights
how online harassment disproportionately targets
women and argues for stronger legal remedies and
platform accountability. Similarly, Mary Anne
Franks, in The Cult of the Constitution, critiques
the misuse of free speech arguments to justify
online abuse and emphasises the need to balance
freedom of expression with protection from harm.
Studies by UN Women and other international
organisations have also recognised online gender-
based violence as a growing global concern, linking
it to broader issues of gender inequality and
discrimination in society. These reports stress the
importance of legal reforms, awareness, and
institutional support to address digital abuse
effectively.
In the Indian context, various legal scholars have
analysed the role of the Information Technology
Act, 2000 and provisions of the Indian Penal Code
in dealing with cyber offences. However, most
studies point out that despite the existence of legal
provisions, enforcement remains weak due to
underreporting, lack  of  awareness, and
technological challenges. Overall, the existing
literature highlights the seriousness of online
violence against women but also reveals a gap in
effective implementation  and regulatory
mechanisms. This study seeks to address this gap
by examining the adequacy of the current legal
framework and suggesting improvements for
stronger protection in the digital space.

I11.  OBJECTIVES OF THE STUDY

e To understand the concept of online violence
against women.

e To analyse the legal framework related to
cyber offences in India.

e To examine the effectiveness of existing laws
in addressing online harassment.

e To identify the challenges in enforcement of
cyber laws.

e To suggest improvements in the legal system
for better protection.

Research Questions

1) What is online violence against women?

2) What legal provisions exist to address cyber
offences in India?

3) Are the existing laws effective in controlling
online harassment?

4) What challenges are faced in enforcing cyber
laws?

V. METHODOLOGY
This study is based on doctrinal research
methodology. It uses primary sources such as
statutes and case laws, and secondary sources such
as books, journal articles, and online resources. A
comparative approach is also used to understand
international legal developments.

2. Conceptual Framework: Understanding
Online Violence Against Women
Online violence against women refers to acts of
harassment, intimidation, or abuse carried out
through digital technologies with the intention of
humiliating, threatening, or silencing women.
These acts often replicate traditional forms of
gender discrimination but are amplified by the
speed, reach, and anonymity of digital
communication technologies. International
organisations such as UN Women define online
gender-based violence as behaviour that harms
women through information and communication
technologies, including harassment, threats,
exploitation, and privacy violations.

a. Cyber Harassment: Cyber harassment
involves sending abusive messages, derogatory
comments, or threats through digital platforms
such as social media networks, messaging
applications, and online forums. Studies
indicate that women journalists, politicians,
and activists are particularly vulnerable to such
attacks.

b. Cyberstalking: Cyberstalking refers to
persistent  monitoring,  surveillance, or
unwanted communication that causes fear or
emotional distress. Perpetrators may track the
victim’s online activities, repeatedly send
messages, or misuse digital tools to monitor
personal information.’

c. Image-Based Sexual Abuse: Image-based
sexual abuse involves the non-consensual
distribution of intimate images or videos.
Often referred to as “revenge pornography,”
this practice represents a serious violation of
privacy and dignity.'® Once shared online, such
images can spread rapidly across multiple
platforms, making their removal extremely
difficult.
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d. Doxxing: Doxxing involves publishing private
information such as phone numbers, residential
addresses, or workplace details online with the
intention of encouraging harassment. This
practice exposes victims to both online abuse
and potential offline threats. Electronic
Frontier Foundation, ‘Doxxing: Risks and
Legal Implications’ (2020).

These forms of digital abuse demonstrate how
technological innovations can be weaponised to
reinforce existing gender inequalities.

3. Constitutional Protection in the Digital
Context

The Indian  Constitution provides several
fundamental rights that are relevant to addressing
online  violence  against women.  These
constitutional protections establish the normative
framework for safeguarding dignity, equality, and
privacy in digital spaces. Article 14 of the
Constitution guarantees equality before the law and
equal protection of the laws, and gender-based
harassment clearly violates this principle by
targeting individuals on the basis of their identity.
Ensuring that women are able to participate safely
in digital environments is therefore essential for the
realization of substantive equality. Article 19(1)(a)
guarantees the freedom of speech and expression,
which includes the right to engage in online
discussions and digital platforms; however,
persistent harassment or intimidation in online
spaces significantly restricts women’s ability to
exercise this fundamental right.3 Further, Article
21 protects the right to life and personal liberty,
which has been expansively interpreted by the
Supreme Court to include the rights to dignity,
autonomy, and privacy.'"* InJustice K.S.
Puttaswamy v. Union of India, the Court
recognized privacy as a fundamental right intrinsic
to human dignity, emphasizing that informational
privacy is a crucial aspect of individual autonomy
in the digital age.” This recognition carries
significant implications for addressing issues such
as online harassment, data misuse, and digital
surveillance.

The cross-section of digital rights and gender
justice also reveals the impact of the lack of a solid
body of laws and regulations focused on the online
harm within the existing laws. It is common for
victims to not seek recourse when there are no
effective mechanisms for enforcement of a recourse
for an offense. This lack of recourse encourages a
culture of silence. Therefore, improving protection
of victims within the law is necessary to strengthen
the culture of silence.For more comprehensive
protection of the culture of silence, greater attention
to the role of intermediaries and digital platforms is

necessary. Online communication is the primary
purpose of digital interaction. Platforms are
expected to demonstrate effective communication
through  content moderation, reports, and
communication of protections to users. In
communicating these protections, platforms build
trust with users. In the absence of these
commitments, users will presume a failure to
comply with the mandates of the Information
Technology Acts.

In the digital space, the integration of emerging
technologies with constitutional rights should be
prioritized for the development of digital
governance. This is particularly so for women and
the marginalized, and for the promotion of safe,
inclusive, and digitally intelligent spaces. It is only
by law, reform, vigilance, and awareness that the
democratic rights of users can be realized in the
digital world.

4. Statutory Framework Governing Cyber
Offences

India’s statutory framework addressing cyber
offences is primarily governed by the Information
Technology Act, 2000, along with relevant
provisions of the Indian Penal Code, 1860. The
Information Technology Act serves as the principal
legislation regulating cybercrimes, wherein Section
66E penalises violations of privacy through the
capturing or transmission of images of private areas
without consent, Section 67 criminalises the
publication or transmission of obscene material in
electronic form, and Section 67A specifically
addresses the dissemination of sexually explicit
content online. These provisions are frequently
invoked in cases involving the circulation of private
images, non-consensual content, and various forms
of online harassment.

In addition to this, the Indian Penal Code provides
important safeguards against digital misconduct.
Section 354D criminalises stalking, including
cyberstalking while Sections 499 and 500 deal with
defamation. Further, Section 503 addresses
criminal intimidation, and Section 509 penalises
acts intended to insult the modesty of a
woman.2Although these provisions were enacted
prior to the emergence of digital communication
technologies, courts have interpreted them broadly
and purposively to extend their application to
online behaviour, thereby ensuring that traditional
legal protections remain relevant in the evolving
digital landscape. Despite these legal provisions,
challenges remain for legislation tackling
cybercrime, particularly for crimes targeting
women. The enforcement of legislative provisions
on cybercrime is hindered by underreporting, lack
of knowledge, the complexity of geo-jurisdiction,
and slow responses to investigations. Technological
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advancements also outstrip the scope of existing
laws, creating a significant backlog of unregulated
crimes. Therefore, there is a need for continuous
legal reforms, improved law enforcement training,
and the establishment of a legal framework that is
more adaptive to technology and responsive to the
needs of the digital world.

5. Judicial
Developments
The judiciary has played a crucial role in shaping
the legal response to online speech and harassment
in India. In Shreya Singhal v. Union of India, the
Supreme Court struck down Section 66A of the
Information Technology Act on the ground that it
was vague and unconstitutional, holding that it
violated the freedom of speech and expression
guaranteed under Article 19(1)(a). At the same
time, the Court clarified that reasonable restrictions
on speech may still be imposed to address offences
such as defamation, incitement to violence, and
harassment, thereby maintaining a balance between
individual liberty and societal interests.23

Further, in Anvar P.V. v. P.K. Basheer, the
Supreme Court clarified the legal position
regarding the admissibility of electronic evidence
in judicial proceedings. This judgment has
significant implications for the prosecution of cyber
harassment cases, as it establishes the evidentiary
standards required for the acceptance of digital
records in courts. The examples of judicial
interventions show how the constitutional
jurisprudence shifts positively with constructive
engagements  with  technology. They also
demonstrate the judiciary's balancing act between
the protection of rights and the emerging digital age
legislation.

Responses and  Doctrinal

6. Indian Case Studies

In State of Tamil Nadu v. Suhas Katti represents
one of the earliest successful prosecutions of cyber
harassment in India. In this case, the accused
posted obscene messages about a woman in an
online forum and impersonated her identity on
digital platforms. The court convicted the accused
under both the Information Technology Act and the
Indian Penal Code, thereby setting an important
precedent for addressing online abuse through
existing legal provisions.?

The Ritu  Kohli cyberstalking case is widely
regarded as India’s first reported instance of
cyberstalking. In this case, the accused
impersonated the victim online and posted her
contact details on chat platforms, which resulted in
continuous harassment through unsolicited calls.
This case brought early attention to the misuse of
digital platforms for targeted harassment and

highlighted the urgent need for legal recognition of
cyberstalking.

The Bois Locker Room case in 2020 involved a
group of teenage boys who created a private
Instagram group where they shared explicit images
of girls and engaged in discussions promoting
sexual violence. The incident triggered widespread
public outrage and sparked national debates on
online misogyny, digital ethics, and the role of
social media platforms in enabling harmful
behaviour.

In addition, the Madras High Court has, on multiple
occasions, emphasised the necessity for stricter
regulation of cyber harassment and digital abuse.
The Court has underscored the severe
psychological harm caused by such conduct and
has called for stronger enforcement mechanisms
and greater accountability  within  digital
ecosystems.

7. Comparative Legal Perspectives

The European Union’s Digital Services Act, 2022
represents a significant step toward regulating
digital platforms by imposing strict obligations to
remove illegal content and protect users from
harmful online behaviourThe Act mandates that
companies  implement  transparent  content
moderation policies and undertake regular risk
assessments to identify and mitigate the spread of
harmful content. This approach reflects a proactive
regulatory model aimed at ensuring safer digital
environments through accountability and oversight.
Similarly, the United Kingdom’s Online Safety
Act, 2023 introduces robust regulatory obligations
for digital platforms, requiring them to actively
prevent the dissemination of harmful content and
safeguard vulnerable users. The legislation also
provides for stringent enforcement mechanisms,
including the imposition of substantial financial
penalties in cases of non-compliance, thereby
reinforcing  the  seriousness of  platform
responsibility.

Together, these frameworks demonstrate a global
shift toward enhanced platform accountability and
regulatory intervention in digital spaces. In
comparison, India’s regulatory framework in this
domain remains relatively  underdeveloped,
indicating the need for more comprehensive and
enforceable mechanisms to address online harms
effectively. India’s need for a more systematic and
rights-based regulation of online and digital harms
is justified by the comparative perspective and
increasing occurrences of online abuse and digital
misconduct. Aspects related to obligatory due
diligence, accountability, transparency, and
protective frameworks for users, could improve
India’s legal response by reinforcing the need for
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digital platforms to align with the constitution and
individual rights.

8. Enforcement Challenges

Despite the existence of legal provisions, several
challenges continue to hinder effective enforcement
in addressing cyber offences. Victims often hesitate
to report cybercrimes due to fear of social stigma,
reputational harm, or potential retaliation, which
contributes  to  significant  underreporting
Additionally, law enforcement agencies frequently
lack specialised training and technical expertise
required for effective cybercrime investigation,
thereby affecting the efficiency of legal responses.
The transnational nature of digital platforms further
complicates enforcement, as perpetrators often
operate across jurisdictions, creating legal and
procedural barriers in identifying and prosecuting
offenders.3® Moreover, technology companies at
times fail to remove harmful content promptly or
adequately, raising concerns regarding platform
accountability and the effectiveness of existing
regulatory mechanisms.

V. RECOMMENDATIONS

Addressing online violence against women requires
a comprehensive and multi-layered regulatory
strategy that integrates legal, institutional,
technological, and societal responses. Legislative
reforms must focus on updating existing cyber laws
to effectively address emerging forms of digital
abuse, ensuring that legal provisions remain
relevant in the face of rapid technological change.
In addition, specialised cybercrime units within law
enforcement agencies need to be strengthened
through targeted training, resource allocation, and
technological support to improve investigation and
enforcement capabilities.
At the same time, technology companies should be
subjected to stronger and more clearly defined
content moderation obligations, including timely
removal of harmful content and the implementation
of robust reporting mechanisms. Educational
institutions also play a critical role in promoting
digital literacy programmes, which can empower
individuals particularly young users to navigate
online  spaces safely and  responsibly.®
Furthermore, there is a pressing need to transform
public discourse by shifting the focus toward
holding perpetrators accountable rather than
perpetuating victim-blaming narratives, thereby
fostering a more just and supportive environment
for survivors of online violence.

VI. CONCLUSION
Online violence against women represents one of
the most urgent legal and social challenges of the
digital age. While digital technologies have created

unprecedented opportunities for communication
and participation, they have also facilitated new
forms of harassment that threaten women’s safety
and dignity. India’s constitutional and statutory
frameworks provide important protections against
cyber offences. However, the effectiveness of these
laws remains limited by enforcement challenges,
technological complexities, and the rapidly
evolving nature of digital platforms.

The analysis in this article demonstrates that
protecting women in cyberspace requires a more
comprehensive regulatory approach. Legal reforms
must be accompanied by stronger institutional
capacity, improved digital literacy, and greater
accountability ~ for  technology = companies.
Ultimately, ensuring women’s safety in digital
spaces is not merely a matter of legal compliance
but a broader commitment to gender equality and
democratic  participation.  Digital  platforms
increasingly function as modern public spheres
where ideas are exchanged and social movements
emerge. If women are excluded from these spaces
due to harassment and intimidation, society loses
an essential diversity of voices and perspectives.
Creating safer digital environments is therefore
essential not only for protecting individual rights
but also for strengthening democratic values and
social justice in the digital age.
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